
1 © 2014 EXFO Inc. All rights reserved.. 

Vikas Arora 
CTO 

May 2015 

Challenges to Troubleshoot and Assure 
Partially Virtualized Networks 



2 © 2014 EXFO Inc. All rights reserved.. 

From Fixed to Dynamic Service Chains 

Static/Rigid Dynamic (NFV/SDN enabled) 

• Service mapped on dedicated h/w 
network topology dependent and rigid 

• NFV enabled - Dynamic service provisioning  

Challenge – instrumenting dynamic service chains, enabling real-time service 
performance monitoring and troubleshooting 
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NFV Key Challenges 

Heavy Reading 2013 
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Test & Troubleshooting Challenges 
Assure & Troubleshoot 

› Cannot test a Virtual Element with a HW probe 
› It takes a software approach 

› Visibility into the virtual layers 
›Probe as a VNF 
 

› The transformation to a 100% virtualized network will take a decade 
› Support of an Hybrid network 

›Mixing virtualized probes and HW probes 
›Correlation of different data sources 
 

› Very dynamic network  requires Real-time adjustment of the probing 
›The probing is part of the orchestration 

› Look at the total delivery chain of a service to know where the user is 
experiencing a problem  E2E view 

›Radio Access, Mobile Equipment, Backhaul, Core Network, CP vs. UP 
 

› Support the Operators / Vendors during the network transformation 
›Vendor independent test tools 
›Offered as a function (OEM) or a Service (SaaS) by the Network Vendor 

Virtual Probes 

Hybrid probing 

OEM / SaaS 

E2E 
Real-Time 

Technology 

Organizational 
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Monitoring & Troubleshooting 
Hybrid Networks 
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100% NFV view 
Passive Troubleshooting must be integrated to NFVI 

›Full Solution Elements NFV 
Compliant: 

›vProbes (signalling / Data / 
Element analysis modules, 
Active and Passive) 

›vProbe Manager 
›Benefit from the presence of a 
DPI VNF 

›Integration with OSS/BSS 

Don’t loose the benefits of NFV  
without instrumentation!  

Reports by OSS/BSS 
Systems (open interface)  
Detailled troubleshooting 

dedicated SW GUI  

vProbing
Manager 

xDRs 
KPIs 

DPI 
Raw 
Data 

vAnalyzer vProbing vDPI 
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Network is hybrid, but E2E View is one 
No silo in service assurance or troubleshooting 

Hardware  

Hypervisor 

vSwitch with DPDK 

MME ….. X-CSCF HSS SCC-AS ….. ….. 
SGW +PGW MGW 

PNF VNF 

….. 

Signalling 
Service Chain 

Media 
Service Chain 

NIC  NIC  

Telecom IT 
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Service Quality Metrics Proposal  
ETSI-NFV Group Proposal 
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E2E : Vertical and Horizontal 
Service Assurance/Passive Troubleshooting must be integrated to NFVI 

What if service chain is broken in IT 
but debugging in Telecom and vice 
versa ? 

Chaining IT to Telecom will be the 
final converging that NFV brings !  

MME HSS PCRF Horizontal:  
- Service Chaining over 

virtual functions 

Vertical:  
- Orchestration 
- Services (MME...) 
- Storage 
- CPU 
- Power 
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What is an E2E NFV testing solution? 
Automated  -  On the fly deployed -  Real-Time  

1. Captures and initiate 
active testing 
(Passive/Active) 

2. If defect found, invoke 
troubleshooting 

3. Root cause of failure 
sent to Analytics engine 

4. The service chain 
related current and 
failure prediction are 
presented 

5. As a result reduced 
OPEX and shorter TTM  
 

Analytics Engine 

Customer QoE and Service 
QoS Presentation 

Troubleshooting 
Engine 
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Measuring NFV KQIs 

1. Service Active Testing & Passive 
Monitoring 
Availability 
Latency 
Loss 
Load Time… 
 
 
 

2. Infrastructure Monitoring 
 Monitor the Physical Hardware 

›  Blades and their components, Power…  
 Hypervisor 

›  VM, Between VMs… 
 Each Network Function 

›  Processes, DB, Comm Bus… 
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Key Takeaways 

1. NFV will make E2E Service Testing Troubleshooting 
and Assuring very challenging  
› Service path will have both physical and virtual segments  

 
2.  Instrumenting both horizontal service chains and 

vertical infrastructure is critical for root-cause analysis 
 

3. E2E service assurance requires an intelligent 
combination of  Active, Passive and Infrastructure 
monitoring 
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Thank You 
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