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From Fixed to Dynamic Service Chains

Static/Riqid Dynamic (NFV/SDN enabled)

« Service mapped on dedicated h/w * NFV enabled - Dynamic service provisioning
network topology dependent and rigid

Challenge — instrumenting dynamic service chains, enabling real-time service

performance monitoring and troubleshooting
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NFV Key Challenges

KPlimpact related to media-sensitive apolications 38
Manzaging service fallover and recovery 55
Security 82

Opzrations and back-end integration

< Troubleshooting and service assurance

Managing & interworking various APls

Cloud orchestration & management

Packet processing performance (deterministic) in data plane
Network impact of virtualizing the media plane

Reliability of COTS hardware

Scalability of COTS nardware

Power consumption 53

0 20 40 B0 50 100

Percentage who are "very concerned" in short or longer term

Heavy Reading 2013
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Assure & Troubleshoot

Technology

Organizational




Monitoring & Troubleshooting
Hybrid Networks

years of passion
@ for excellence
and leading innovation
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100% NFV view

Passive Troubleshooting must be integrated to NFVI

i

>Full Solution Elements NFV
Compliant:

>VProbes (signalling / Data /
Element analysis modules,
Active and Passive)

>VProbe Manager

>Benefit from the presence of a
DPI VNF

>Integration with OSS/BSS

Don’t loose the benefits of NFV
without instrumentation!

Reports by OSS/BSS
Systems (open interface)
Detailled troubleshooting

NFV Managemenr and

ded|cated SW GUI Orchiestration
Os-Ma
/ ‘i?% BSS t Orchestrator
o Se-Ma
H Service, VINF and Infrasmenue !
—— . . T
: Description OrVnfm
EAIS 1 [ ELIS 2 EMS 3 .
- vProbing
- Manager
A3 4 OrVi

< Vi-Vnfm

Virtualised
Infrastructure

INFVI
S B
Vighual
Cowpuring
Nf-Vi
l
R Nenwvork
P Hardware
Execurion reference points | Other reference pomts

NFV reference architectural framework

Manage(s)

= Main NFV reference points
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Network is hybrid, but E2E View Is one

No silo in service assurance or troubleshooting

PNF VNF
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Service Quality Metrics Proposal

ETSI-NFV Group

Assuring that VNF service quality delivered
to end users is acceptable relies upon

acceptable NFY service quality being

delivered to the VNF’s components

Yirtual Machine (VM)
Service Metrics cover VM
stalls, scheduling jitter,

premature release (a.k.a.,

failure), etc.

Virtual Network (VN)
Service Metrics cover
packet loss, packet
latency, packet jitter, etc.

Virtualized Network Function (VNF)

VNFC
/ T
:’ %

Database
-as-a-
Service

! ‘1 T
VNFC f—+—===| VNFC vﬂ/
:;I , f{,f"' “\‘\L‘;\ﬁ‘\\
r—v <" —
VM | | v vm VN | [ VN | | VN

NFV Infrastructure

Technology-Component-as-
a-Service Metrics for
components like Database-
as-a-Service, cover
availability, latency and
reliability

NFV
Management
and
Orchestration

Orchestration Service
Metrics cover VM
allocation reliability
and latency, VM dead-
on-arrival, etc
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E2E : Vertical and Horizontal

Service Assurance/Passive Troubleshooting must be integrated to NFVI

NFV Management and
Orchestration

Orchestrator
Se-Ma
”;-e:vice. VNF and Infrasmfgnire !
—_ - T
Description
EMS 1 EMS 2 EMS 3 Ve-\nfm
i ; r : } VNE |
: . - = =N B
Horizontal: + N
- Service Chaining over <€
virtual functions
Nf-Vi Virtualised
Viralisation Layer T
VI-Ha I Manager(s)
Computing Storage
Hardware Hardware

o—e Execution reference points Other rdference points  =—fem Main NFV reference points

NFV reference architecfiral framework

What if service chain is broken in IT Vertical:

but debugging in Telecom and vice T
versa ? - Services (MME...)
Chaining IT to Telecom will be the - Storage

final converging that NFV brings ! - CPU

Power
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What is an E2E NFV testing solution?

Automated - On

Customer

the fly deployed - Real-Time

QoE and Service

QoS Presentation

Analytics Engine

Troubleshooting

PNF

Media |
Service Chain :

Engine

£
T e

Captures and initiate
active testing
(Passive/Active)

If defect found, invoke
troubleshooting

Root cause of failure
sent to Analytics engine

The service chain
related current and
failure prediction are
presented

As a result reduced
OPEX and shorter TTM
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Measuring NFV KQIs

1. Service Active Testing & Passive
Monitoring

Availability
Latency
Loss

Load Time...

2. Infrastructure Monitoring
Monitor the Physical Hardware

> Blades and their components, Power...

Hypervisor
> VM, Between VMs...
Each Network Function
> Processes, DB, Comm Bus...

VHawk
. VWerifier

EXFO Xtract
Infrastructure

Monitoring
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Key Takeaways

1. NFV will make E2E Service Testing Troubleshooting
and Assuring very challenging
> Service path will have both physical and virtual segments

2. Instrumenting both horizontal service chains and
vertical infrastructure is critical for root-cause analysis

3. E2E service assurance requires an intelligent
combination of Active, Passive and Infrastructure

monitoring
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Thank You

C

O years of passion

for excellence
and leading innovation
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