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Software Defined Network 

SDN Controller 

OpenFlow or REST used to 
configure switches and 
create path 

OpenFlow enabled switches 

B 

A sends initial 
packet to B 

Packet forwarded 
to Controller 
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Software Defined Network 

SDN Controller 

A 
B 

Hypervisor 

Virtual 
Probe 

Path established 
through network Packets copied to a 

passive Probe 

End to end VoIP, Videoconferencing, Video Streaming flow 
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Monitoring within SDN’s 

KVM, ESX,      ……      Hypervisor 

Virtual Probe Flow API 
- Configure and label flows 

Policy Manager API 
- Real time alerting 

Reporting API 
- Per call/stream QoE metrics, 
analytics 

Voice over IP, IP Videoconferencing, Video Streaming flows 

1G/ 10G 
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Monitoring within SDN’s 

SDN Controller 

B 

Knowledge of end to end path 
and network topology 

Switch only has local 
input -> output mapping 
knowledge 

A 

Hypervisor 

Virtual 
Probe 

Flows may be short-lived 

How to identify detected 
flows? 

Switch may be configured 
to translate or encapsulate 
packets 
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Fast feedback enables resilience  

SDN Controller 

A 
B 

Hypervisor 

Virtual 
Probe 

Policy Manager API 
generated event 

SDN Controller creates 
new path for A-B flow 
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(Labelled) Analytics Reporting 

Virtual Probe 

Flow/Label 
Table 

Call/Stream 
Analytics 

Apply Label to 
Analytics  

OpenFlow from 
SDN Controller 

Reports to Management 
System 
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SDN  

Example deployment 

Hypervisor 

App SQprobe App 

App App App 

X 

Customer A 

Customer B 

Customer C 

Service Provider Datacenter 

Virtual probe deployed within datacenter to 
monitor customer traffic 

Virtual probe deployed within datacenter 
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Summary 

• How probes can be used within SDN’s 
• Specific issues associated with probes and 

SDNs 
• APIs to support integration with SDN 

Controller 
• Example deployment 
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