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 ITU-T Y.3011, network virtualization defines logically isolated network partitions using the same 
shared physical networks, allowing multiple virtual networks to simultaneously coexist. 

 

Network Virtualization Basics 

Physical NW 2

Y.3011(12)_F01

Various services

Virtual
networks

LINP 1

Virtual
resources

LINP 3

Physical NW 1

Physical NW 4

Physical NW 3

Physical resources
(router, switch,

hosts, etc.)
LI

N
P 

3 
m

an
ag

er
LI

N
P 

2 
m

an
ag

er
LI

N
P 

1 
m

an
ag

er

Vi
rtu

al
 re

so
ur

ce
s

m
an

ag
er

Ph
ys

ic
al

 N
W

 4
 m

an
ag

er
Ph

ys
ic

al
 N

W
 3

 m
an

ag
er

Ph
ys

ic
al

 N
W

 2
 m

an
ag

er
Ph

ys
ic

al
 N

W
 1

 m
an

ag
er

LINP 2



Different Virtualized Infrastructure Views 
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Source: Metro Ethernet Forum - 2014 



Managing the Virtual Infrastructures 
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Chaining of Functions to Support Services 
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Network Service Chaining Model 
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Source: Heavy Reading 



Security Risks – Legacy & New Issues 

• Denial-of-Service 
– Signaling storms from end devices 
– External network attacks 

• User Plane 
• Hypervisor 
• Security Function Virtualization 

– Application level 
• Service Chaining integrity 
• Orchestration 

– Platform & interfaces 
– Security policy management robustness 

• Amplification attacks enhanced by elasticity functions & Affinity 
Rules 
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Evolving Security Model 
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• Network Security 
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reliable & available 
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Summary 

• New architectures and products are being trialed and 
deployed 

• Security functions are being virtualized and need to be 
integrated into the application and service flows 

• Legacy and new security risks are still being identified 
• The robustness, reliability and integrity of Security 

Policy Management is critical 
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